Hax by Jaku



WTF is Hax

@ Awesome

@ Funny

@ Informative
@ wOOTt tastic
@ Free

® Pyramid Scheme

by Jaku?



Hair today, gone
tomorrow.

What does hair have to do with
a hack??

Everything.




Hax by Jaku ~ Hax by aku




So this is Hax by Jaku?

@ No

@ Not really

@ Nope

® Maybe

@ Do you want it to be?

® What if it was?



Real Hax by Jakul!

What really is Hax by Jaku?

@ Informative
@ Cool

@ Fun

@ Free

@ wOOtable

® Pyramid Scheme



Hax by Jaku

How many times can I say
that without you hating me?




AimJect

® Aimject facilitates man-in-the-middle attacks against
AOL Instant Messenger's OSCAR protocol

@ sign-on/off detection
@ message interception/decoding
@ message injection info arbitrary conversations

@ cloning of font styles/screenname formatting to avoid
detection

@ selective muting of conversation participants

@ integrated ARP/DNS spoofing
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Who can use AimJect?

@ What you need for AimJect to work
@ Linux, BSD, Mac OS X, and Win32 (2000/XP)

@ libdnet >=1.10

libpcap >= 0.8.3
gtk+-2.0 >= 2.6
gllb-ZO >= 2.6

libglade-2.0 >= 2.5.1

@ http://jon.oberheide.org/projects/aimject/
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Real world uses

@ SPYIN

(Ruining lifes one IM at a time)*

(Not that thats what we used it for)**

(Can you read this?)***

(09 F9 11 02 9D 74 E3 5B D8 41 56 C5 63 56 88 CO)



Real Uses

General Uses

Professional Uses

Eavesdrop

Monitor co-workers\family

Impersonate people

Test security of AIM

Mess with friends

Make presentations about it

SPYING




Where we did it at?

@ Colleges

@ Libraries

@ Coffee Shops

@ Fast food restaurants
@ Hotels

@ Open APs

@ Work

@ Home



What we did

@ Tested the various wireless networks in the Chicago area

What we found

@ Places with free wifi
@ Personal Information
@ Funny stories
@ Dumb stories

@ That Joey likes Krystal but Krystal likes John and Sara



Ways to stay secure

@ Use Adium on the Mac
@ Use GAIM with encryption on Windows\Linux
@ Keep static ARP tables

@ Keep firewalls up

@ #1 one way to stay secure

@ USE GTALK



Why we did it

@ To show that AIM really doesnt encrypt everything
(sorry fox)

@ Why not?
@ For fun

@ 27?7

@ Profit



Credits

@ Created by: Jon Oberheidee

@ Found at: http://jon.oberheide.org/projects/aimject/

@ Presentation by:

@ Jaku & Alk3
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